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INTERNET & E-MAIL USAGE
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Target Audience: All employees who use hotel computers, IT Managers
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Training Tip: Ask someone from the audience to share what they know about Phishing schemes. Phishing

schemes are attempts by criminals to look or act like a legitimate request for personal information. Ask the audience if they
have ever been deceived by a fake Web site or received a suspicious e-mail? Have them share what it looked like and what
clues made them aware that the Web site or e-mail was not legitimate.
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Main Content:
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This program is designed to introduce all employees in the
hotel to the importance of being cautious with Internet and
e-mail usage while using hotel computers.
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Many hotel employees have access to use computers while
they are onsite at the hotel — whether they require access to
perform their daily job functions or if there are public
computers available to them to use during their breaks.
Each individual should be aware of the security risks
associated with Internet and e-mail usage. You can help
keep your personal information and guest information
secure by using caution when accessing the Internet or e-
mail.
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Internet Usage
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While using the Internet, you should be cautious not to
reveal personal or sensitive information online. Whether
the information is yours or a guest’s, the information does
not need to be broadcasted to the world as it will be
accessible to everyone.
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Not every Web site is legitimate! You should avoid
unknown or suspicious Web sites and stay away from sites
with potentially offensive materials. Additionally, while
surfing the Web, be mindful of fake Web sites that request

your personal information — it is likely your personal
information will be compromised as a result.
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Many individuals connect to the Internet using
public/shared computers. While using a computer shared
amongst many users, avoid entering personal or
confidential information. Sometimes this information can
be saved on the computer and accessible to other users. If
prompted to save a username or password, do not accept.
If you inadvertently save a password to a computer, notify
the IT department.
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Internet Security
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If your hotel offers wireless Internet, work with the vendor
to ensure they set up the wireless signal with encryption. If
your hotel also offers free wireless Internet in your lobby,
pay attention to non-guests and report them to
management.
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Additionally, do not connect guest room or public wireless
Internet access to the hotel’s internal network and servers.
If connected, tech savvy guests may be able to hack into
the hotel’s servers.
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E-mail Usage
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Use caution when opening attachments from unknown
senders. An e-mail could contain malicious software
disguised as an attachment which can wreak havoc on
computer systems once it is clicked on.
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One way to avoid “phishing” scams is by not clicking on
links in e-mails from unknown sources. These links can
take you to Web sites that you were not expecting and
could infect your computer. It could also be a link to a
convincing fake Web site where you are prompted to type
in personal information such as account user ID and
password. Reputable organizations will not normally
include links to your account in their e-mails. They expect
you to access your account using their Web page.
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Never enter personal or company information into a form
in an e-mail or send these types of information over e-mail.
E-mails can be used to trick you into providing personal
information such as account or credit card information.
This information could then be used to obtain goods or
services in your name.
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Be suspicious of e-mails addressed to “Dear Customer” or
that have numerous spelling or grammatical errors. Most
official organizations will address e-mail to you personally
whereas e-mails trying to falsely obtain information are
normally sent to numerous people and will usually not have
your name. E-mails with spelling and grammatical
mistakes could indicate that the e-mail is not from a
reputable source.
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Even though it could be enticing, do not forward virus
warnings or chain e-mails. You don’t want to keep
spreading trouble! Also, it is good practice not to respond
to spam e-mails. If you reply to spam, you are confirming
that your e-mail address is valid, which can encourage
more spam.
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For your personal safety, do not include personal or
vacation details in out-of-office replies.
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Mobile Devices
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Some individuals may be equipped with mobile e-mail
devices such as BlackBerry® devices. Use caution when
viewing sensitive data on mobile e-mail devices, especially
when you are in a crowd. When many individuals are
around you, it is very easy for them to “shoulder surf,” by
looking over your shoulder and obtaining personal
information they should not have.
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1.  When using the Internet, caution should be used not to
reveal personal or sensitive information online.
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2. Safe Internet practices include the following:
LAl 4 1 ST LA T -

A. Avoiding unknown or suspicious Web sites.
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B. Not revealing personal information
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C. Refraining from accessing Web sites with
potentially offensive material.
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D. All of the above.
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3. While using a public computer, you should save
personal or confidential information.
ALK RIS i, AR BOZORAEAS N B E S B
A. True X
B. False %%

4. Safe e-mail practices include the following:
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A. Opening every attachment sent to you.
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B. Clicking on links in e-mails.
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C. Entering personal information into a form in
an e-mail.
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D. None of the above.
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5. One way to avoid “phishing” scams is by not clicking
on links in e-mails from unknown sources.
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6. Which of the following e-mails should you be
suspicious of?
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A. Those addressed to “Dear Customer.”
GH CRE
B. Those with spelling mistakes.
HP SR
C. E-mails from unknown individuals.
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D. All of the above.
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7. Virus warnings and chain e-mails should be forwarded:
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A. Only to hotel employees.
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B. Only when the chain e-mail is really funny.
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C. Never.
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D. To all of your friends.
P I

8. You should always respond to spam indicating you want
to be removed from the distribution.
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A. True

B. False
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QUIZ ANSWERS
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1. (A) True. When using the Internet, caution should be used not to reveal personal or sensitive information online
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2. (D) All of the above. Safe Internet practices include avoiding unknown or suspicious Web sites, not revealing personal
information, and refraining from accessing Web sites with potentially offensive material.
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3. (B) False. While using a public computer, you should never save personal or confidential information.
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4. (D) None of the above. When dealing with e-mails, you should use caution opening attachments, never click on links in e-
mails, and never enter personal information into a form in an e-mail.
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5. (A) True. One way to avoid “phishing” scams is by not clicking on links in e-mails from unknown sources.
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6. (D) All of the above. You should be suspicious of e-mails addressed to “Dear Customer,” those with spelling mistakes, and
e-mails from unknown individuals.
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7. (C) Virus warnings and chain e-mails should never be forwarded.
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8. (B) False. You should not respond to spam indicating you want to be removed from the distribution as this will just
confirm your e-mail address is valid and will encourage more spam.
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Checklist — Internet & E-mail Usage
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Internet Usage
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Do not reveal personal or sensitive information online.
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Avoid entering personal or confidential information on public/shared computers.
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Be mindful of fake Web sites requesting personal information.
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Avoid unknown or suspicious Web sites.
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Do not access sites with potentially offensive materials.
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Encrypt wireless signals.
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Do not connect guest room or public wireless Internet access to the hotel’s internal network and servers.
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E-mail Usage
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Avoid “phishing” scams by not clicking on links in e-mails from unknown sources.
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Use caution when opening attachments from unknown senders.
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Never enter any personal or company information into a form in an e-mail.
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Be suspicious of e-mails addressed to “Dear Customer” or that have numerous spelling or grammatical errors.
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Do not forward virus warnings or chain e-mails.
AN R T M B B
Do not respond to spam e-mails or participate in spamming.
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Do not include personal or vacation details in out-of-office replies.
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Use caution when viewing sensitive data on BlackBerry® devices and other e-mail devices.
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Be aware of shoulder surfers who look over your shoulder to get your information.
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